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and Opportunities

New Challenges Facing Campus Network Development

1.1

Campuses are densely populated areas involving numerous industries, and
represent one of the fundamental units of a city. Typically diverse in both form
and scale, campuses include industrial, education, government, manufacturing,
community, and commercial domains. Indeed, statistics have shown that we
spend a lot of time in campuses every day.
A typical campus network consists of two parts: a wired network and a wireless
network. As cutting-edge technologies such as cloud computing, Internet of
Things (IoT), big data, artiﬁcial intelligence (AI), and 5G continue to be applied
in campus networks, intelligent applications have begun to emerge, and the
scope and functions of campus networks are also evolving rapidly. In the digital
era, campus networks have become a foundation for implementing Internet of
Everything (IoE) in smart campuses. However, in addition to providing basic
network connectivity, campus networks also need to safeguard smart campus
applications throughout their lifecycles. This requirement drives campus
networks to develop from passive dumb pipes to open Network-as-a-Service
(NaaS) that enables IoE.
In 2020, Huawei and IDC jointly released the ICT Accelerates Digital Transformation of Smart Campuses white paper.
According to the white paper, the digitalization of enterprise campuses is gaining momentum worldwide, with 37%
of enterprises having already begun the in-depth digitalization phase, and 52% moving from preliminary to in-depth
digitalization. In addition, the paper shows that the top challenges facing campus digitalization involve the
achievement of service experience guarantee and operations management in an E2E manner. The key to overcoming
these challenges lies in the campus network, as high network performance is the basis for guaranteeing user
experience, and intelligent network management is essential for improving operational efficiency. Within the eight
primary industries — manufacturing, ﬁnance, retail, transportation, education, healthcare, energy, and
government — 76% of the 700 enterprises interviewed expressed a desire to reconstruct their campus networks, but
were impeded due to complex network technologies, insufficient personnel skills, and insufficient funds. These issues
seriously hold back enterprise digitalization.
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An intelligent campus era is approaching, where all things are connected, intelligent, and can be sensed. This also
introduces new challenges to campus network O&M, including the following:

Inefficient network deployment and new service provisioning lead to slow campus
network response, resulting in an inability to keep pace with digital transformation
that is sensitive to both agility and efficiency.

As the structure of campus networks continues to grow in complexity, conventional
O&M methods are no longer effective at managing such networks, resulting in
more difficult campus network O&M and high OPEX. Instead, digital transformation
requires simple and convenient network O&M to better adapt to diversiﬁed services.

Conventional networks offer poor openness, with the network separated from
applications in many cases. In addition, the network management system and
service systems, such as policy control, accounting, and big data analytics systems,
are independently deployed, resulting in incompatible interfaces and difficult system
interworking. In order to effectively go digital, campus networks must support the
rapid integration of third-party applications to facilitate the development of
value-added services (VASs) and to embrace the intelligent campus era.

1.2

Opportunities Brought by Core Technology Breakthroughs

Long-term engineering practices show that in order to address these challenges, we must ﬁrst answer the following
question: how can we enhance the automation and intelligence level of campus networks to simplify network O&M,
and ﬂexibly change networks to better suit service needs? While network engineers have long pondered over this key
issue, the recent breakthroughs that have been made in basic technology and network ﬁelds hold the solution.

1.2.1 Gradually Mature Basic Technologies
The two most basic technologies on the road to the intelligent campus era are digital twin and AI. Together, they can
determine the level of intelligence offered by campus services and networks. To tap into the real value of these two
technologies, experts and scholars in the academic, manufacturing, and standard ﬁelds have carried out a great
amount of research. Thanks to their efforts, these technologies continue to grow in maturity.
Ever-enhancing digital twin system
As deﬁned in academic circles, a digital twin is the generation or collection of digital data representing a
physical object. According to the Digital Twin Application White Paper released by the Ministry of Industry and
Information Technology (MIIT) in November 2020, digital twin technology has been successfully applied in
numerous ﬁelds, such as smart manufacturing, smart city, smart transportation, smart energy, smart building,
and smart health. In addition, digital twin standardization is steadily advancing, with China having proposed the
following two international standards: ISO/IEC AWI 5618 and ISO/IEC AWI 5719. A wide range of projects
facilitating the development of these standards have already been successfully initiated.
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Gradually mature AI technologies
Gartner released the "Hype Cycle for Artiﬁcial Intelligence, 2020" in September of that year and proposed that
the democratization of AI and the industrialization of AI megatrends dominate the AI landscape in 2020. The
democratization of AI means that AI is no longer the exclusive subject matter of experts. Now, organizations
want to reach the next level by delivering AI value to more people. On the other hand, the industrialization of AI
platforms enables the reusability, scalability and safety of AI, which accelerates its adoption and growth. Five
new entrants — small data, generative AI, composite AI, responsible AI, and things as customers — make their
debut on this year's AI Hype Cycle, and two megatrends dominate this year's AI landscape.

1.2.2 Breakthroughs in Key Network Autonomy Technologies
Combining networks and basic technologies, such as digital twin and AI, can signiﬁcantly enhance the automation
and intelligence level of network O&M and accelerate the development of network autonomy. Engineers will no
longer be burdened by repetitive and complex operations once network autonomy has been achieved, as the
networks themselves will be able to predict and prevent both faults and service quality deterioration based on
massive data. In this manner, we can better understand our customers via data and deliver data-driven differentiated
product services.
A network digital twin is both an application subset of a digital twin and a real time digital
replica of the network status. The replica includes static information (device types, capacities,
topologies, and conﬁgurations), dynamic information (traffic, entries, performance, alarms,
and events), and association relationships (object models and associated attributes). It can
also construct a high-precision map for intelligent decision-making in terms of network
design recommendation, troubleshooting, and resource performance optimization. The
network digital twin delivers three typical capabilities:
High-precision map: Builds a uniﬁed topology with multiple layers, including physical

Network
digital twin

device, physical network, logical network, protocol topology, and service network layers,
and supports associated object searching between multiple layers.
Historical data playback: Data carries both a timestamp and a spacestamp, enabling
the network status to be presented in real time in digital mode, or the historical
network status to be played back at a speciﬁed point on the timeline.
Data supermarket: Provides centralized data management and query services to
simplify data access.

In the autonomous driving network (ADN) era, networks must not only provide basic
services for terminals, but also deliver differentiated high-quality services based on terminal
types. As IoT technologies are widely applied across industries, a problematic challenge
arises: How can we provide high-quality network services for masses of terminals? The key
to overcoming this challenge lies in automated and intelligent terminal identiﬁcation.

Intelligent
terminal
identiﬁcation

Combining the K-/Approximate Nearest Neighbor (KNN/ANN) machine learning algorithm
with AI technologies (such as knowledge graph) makes this possible. Such a combination
lays a technical foundation for terminal identiﬁcation — with a speciﬁc focus on unknown
terminal identiﬁcation — leading to a higher identiﬁcation rate of terminals in campuses, as
well as reduced management risks and minimized management difficulties for unknown
terminals.
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Conﬁguration synthesis, a key technology contributing to automated and intelligent
network design, can generate target network conﬁgurations based on network intents. With
this technology, users can leverage natural languages or domain-speciﬁc languages (DSLs)
to express their conﬁguration intents and describe their desired target network status. Their
intents then undergo comprehensive veriﬁcation and calculation before the network
conﬁguration data is generated.

Conﬁguration
synthesis

Applying conﬁguration synthesis on a campus network greatly simpliﬁes network
conﬁgurations and reduces the conﬁguration workload of network management personnel.

Network calculus is an IP network queuing theory based on min-plus algebra, and is used for
computer network simulation, modeling, and performance analysis. It is especially effective
at calculating E2E performance parameters such as latency and backlog. Network calculus
has developed rapidly since it was ﬁrst proposed by R. L. Cruz in 1990, and now comes in two
branches: Deterministic Network Calculus (DNC) and Stochastic Network Calculus (SNC). It
has been widely applied in the communication networks of various industries, such as
airborne/vehicle-mounted networks, industrial automation networks, and IP networks.

Network
calculus

When applied in campus networks, network calculus makes a big difference in ensuring
deterministic experience of mission-critical applications with limited network resources.
Combined with cutting-edge technologies such as network modeling and intent
identiﬁcation, network calculus can deliver feasible network conﬁgurations using
mathematical calculation methods, greatly improving the application experience of key
services.

1.2.3 New Era of Autonomous Driving Network for Campuses
To enable campus network autonomy, we must focus on actual service pain points, rely on the preceding
cutting-edge technologies, and ﬁnd ways to enhance the automation and intelligence level of campus networks.
However, as technological breakthroughs continue to be made on a regular basis, it has become clear that the era of
autonomous driving network for campuses is already upon us.
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2.1

Vision

In May 2019, TM Forum worked together with multiple vendors to release the industry's ﬁrst ADN white paper,
introducing a framework for autonomous networks. This framework consists of three layers (resource operations,
service operations, and business operations layers) and provides four closed loops (user, business, service, and
resource closed loops), featuring single-domain autonomy and inter-domain collaboration. TM Forum also deﬁned
six levels for ADN, ranging from "manual management (L0)" to "full autonomous network (L5)", providing the
architectural blueprints for digital transformation across vertical industries. In addition, standards and industry
organizations such as ETSI, 3GPP, and GSMA have also conducted research on ADN and network intelligence. All
industry players are gradually pursuing ADN, which has wide applications and high business value. Through the joint
efforts of all industry players, ADN has become a reality.
Leveraging its expertise in the network ﬁeld and collaborating with more than 100 enterprise customers while
listening to industry and standard organizations as well as enterprise customers, Huawei launched the autonomous
driving network solution for campuses. This solution, aiming to enhance the automation and intelligence of network
management using technologies such as big data and AI, lays a solid foundation for digital service innovation and
agile operations of enterprises. It delivers higher O&M efficiency compared with manual operations and accelerates
campus network evolution toward achieving automation, self-healing, and self-optimization.

Based on technologies such as intent understanding and conﬁguration synthesis, the
system converts service needs into network conﬁguration requirements, constructs
network models, and automatically recommends standard scenario-speciﬁc networking
Automation

models. This not only eliminates the need for network O&M personnel to plan and design
networks, but also enables rapid deployment of networks thanks to network veriﬁcation,
automated deployment, intelligent fault tolerance, and other key capabilities.

Numerous cutting-edge technologies, such as digital twin, knowledge graph, and deep
learning, enable continuous learning and training of the system. In this way, the system
can infer and locate root causes of faults, analyze fault impacts, and recommend optimal
troubleshooting solutions for rapid fault rectiﬁcation.

Self-healing

With network calculus, simulation and veriﬁcation, and other similar technologies, the
system can simulate policies, applications, network device resource requirements, and
Selfoptimization
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network connectivity in real time. In addition, the system leverages an intelligent
decision-making system to select optimal solutions, continuously adjust and optimize
network parameters, and deliver best-in-class network services.
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2.2

Autonomous Driving Network Levels for Campuses

There is a long way to go before the autonomous driving network for campuses is fully realized. After referencing
the ﬁve levels of autonomous vehicles, Huawei innovatively proposed standardizing six autonomous driving levels of
campus networks, ranging from manual management (L0) to full autonomous network (L5).

Full autonomous network

Level 5

This level is the ultimate goal for campus
network evolution. The system possesses
closed-loop automation capabilities across
multiple services, multiple domains, and the
entire lifecycle, achieving autonomous networks.

High autonomous network

Level 4

Based on L3 capabilities, the system is capable of
independent analysis and decision-making. It can
predict the operating trends of campus networks
based on the real-time network status, and
proactively complete closed-loop service O&M
based on the service intent entered by customers.

Conditional autonomous network

Level 3

Building on L2 capabilities, the system can
sense real-time changes of the campus network
status, and assist network O&M personnel in
network analysis and decision-making through
human-machine collaboration. This enables
intent-based closed-loop O&M.

Partial autonomous network

Level 2

The system already has some basic
automation capabilities, and is able to
automatically provision and adjust network
services based on service needs and network
models. This frees network O&M personnel
from complex network conﬁgurations.

Assisted management

Level 1

The system executes certain repetitive
known sub-tasks based on pre-conﬁgured
policies to increase execution efficiency
and reduce labor costs.

Manual management

Level 0

The system delivers assisted monitoring
capabilities, meaning that all dynamic
tasks (such as conﬁguration delivery,
status query, and fault locating tasks)
have to be executed manually.
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2.3

Highlights of Autonomous Driving Network for Campuses

Based on the service lifecycle, autonomous driving of campus networks is divided into four phases: planning,
construction, maintenance, and optimization. Each phase is further divided into six sub-phases: planning and design,
deployment and provisioning, service provisioning, network change, monitoring and troubleshooting, and parameter
adjustment and optimization. Huawei's deﬁnitions of the key capabilities required at each level of autonomous
driving in each phase can be used as a reference for enterprise campus network planning and evolution.
Campus Network
Lifecycle

Key Capability at L2

Planning and

Online wireless network design
and planning tool

Day 0

Online wired network design
and planning tool

Planning design

Deployment
Conand provisioning
struction
Day 0

Service
provisioning
Day 1

Template-based conﬁguration,
such as underlay and overlay
conﬁguration templates
Manual dial testing and
acceptance via apps

Manual conﬁguration on a
per-site basis
Template-based automatic
service conﬁguration

Key Capability at L3
Scenario-speciﬁc intent-driven network
planning; automated generation and
recommendation of networking models and
parameters based on historical data
Pre-event simulation and evaluation of
network plans and compliance veriﬁcation
based on the preset expert experience
library; system-assisted manual
decision-making
Device plug-and-play; automatic generation
and delivery of conﬁguration data based on
the design solution
Terminal identiﬁcation; automatic policy
delivery
Remote dial testing and acceptance
Intent-driven conﬁguration generation and
service provisioning, such as automatic
generation and provisioning of terminal
access permission policies
Pre-event simulation and evaluation before
service provisioning
Automatic dial testing and acceptance after
service provisioning
Continuous monitoring and closed-loop
O&M of the service assurance intent

Network
change
Mainte- Day 1

nance

Manual change solution design
and solution veriﬁcation in a lab
environment
Live-network conﬁguration backup
and single-site conﬁguration
delivery by iMaster NCE-Campus
Manual dial testing after network
changes and manual conﬁguration
rollback if a change fails

Change intent-driven automatic generation
and recommendation of change solutions
Pre-change simulation and evaluation;
evaluation report generation; risk prompt
Automatic test and acceptance after
network changes
Multi-level snapshot rollback after network
changes
Fault location in 1 minute, demarcation and
root cause analysis in 3 minutes, and
rectiﬁcation in 5 minutes

Monitoring and
troubleshooting
Day 2

Device alarm collection by the
system; manual troubleshooting
Periodic health check via scripts

Decision-making and recommendation of
optimal fault rectiﬁcation solutions based
on the live-network status, what-if
simulation, and intelligent evaluation;
solution delivery after user conﬁrmation
Fault rectiﬁcation result feedback; automatic
optimization of fault rectiﬁcation policies
Multi-level conﬁguration rollback

Key Capability at L4
Service intent-driven, automatic
generation and recommendation
of networking solutions (for
example, recommending
SLA-assured network solutions)
Automatic generation of the
service assurance intent and
solutions
Automatic generation of test
cases based on the
networking and conﬁguration
to identify potential faults
and enhance the test
coverage rate

Automatic generation of
optimal conﬁgurations based
on the live network status
and service intent
SLA-based automatic service
assurance and automation
intent

Automatic generation of
optimal change solutions
based on the live network
status and change intent
Intent-driven adaptive service
assurance solution and intent
conﬂict elimination

Fault self-healing according
to causal inference
performed based on cognitive
science and knowledge graph
Proactive fault detection and
prediction
Intelligent detection and
isolation of terminal security
issues

Detection of and proactive defense against
security-related behavior, such as terminal spooﬁng
Automatic radio calibration
Parameter

Optimi- adjustment and
zation
optimization
Day N
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Manual radio calibration
Experience-dependent AP
deployment
Experience-dependent QoS
conﬁguration on wired networks

Detection and positioning of wireless
interference sources; smart roaming for
sticky terminals
Poor-QoE analysis, and automatic
optimization and assurance for
mission-critical applications
Hierarchical assurance and intelligent traffic
steering for applications at the WAN egress

Automatic network bottleneck
analysis and optimization
solution generation
Automatic recommendation
of network optimization and
assurance solutions based on
the analysis of historical
application data
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3.1

Solution Architecture

Huawei's Autonomous Driving Network Solution for Campuses consists of three major components: campus network
infrastructure, intelligent campus network management and control unit, and cloud AI.

Intent

Experience
Intelligent campus network
management and control unit

Intent management
Closed-loop service
management
Awareness

Analysis

Digital twin

Decisionmaking

Cloud
and local
convergence

Execution

Application model market
Training
platform

AI inference

Inference
platform

Data lake

CloudSOP platform

Campus
network
infrastructure

Cloud AI

WAN
Simple-service campus

Multi-campus interconnection

Multi-service campus

Campus network infrastructure
The access, core, and aggregation switches constitute the backbone network of the campus. Wi-Fi 6 APs deliver
high-quality radio signals and offer wide coverage in both indoor and outdoor scenarios, while next-generation
ﬁrewalls and egress gateways provide comprehensive security protection and convenient campus interconnection.
Meanwhile, a range of methods are used to build NE-level AI capabilities in the campus network infrastructure, such
as imbedding AI chips on devices at different layers, and enabling NETCONF and Telemetry-based proactive data
report functions on such devices. This approach lays a solid foundation for achieving autonomous driving network
for campuses.

Intelligent campus network management and control unit
iMaster NCE-Campus is an ADN management and control platform, enabling comprehensive closed-loop service
O&M in terms of intent, awareness, analysis, decision-making, and execution. Other notable capabilities include
self-recommendation of network planning solutions, self-adaptive terminal management, self-assured application
experience, and self-closed-loop troubleshooting. Together, these features offer full-lifecycle automatic management
encompassing network planning, construction, maintenance, and optimization, as well as intelligent O&M
throughout service scenarios.
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Cloud AI
This component consists of a data lake, training platform, inference platform, and application model market. The
intelligent campus network management and control unit collects network behavior data and sends it to the cloud
AI data lake for pre-processing. Once it has been trained based on this data, the training platform obtains and
releases a model to the application model market, which then pushes the model to the inference platform. The
inference platform performs inference and analysis based on the real-time network data, and delivers the inference
result to the intelligent campus network management and control unit or each NE in order to control network
behavior. Following this process, the unit collects additional network behavior data for further platform training, and
the model is optimized to ensure comprehensive cloud and local convergence.
The intelligent campus network management and control unit is an automatic and intelligent platform that
integrates management, control, and analysis functions. Consequently, the unit operates as the brain of an
autonomous driving network for campuses, delivering full-lifecycle basic network services in terminal, application,
and security scenarios, covering network planning, construction, maintenance, and optimization. In addition, using
the digital twin as a basis, this unit provides ﬁve functional components: intent-driven, network calculus, automatic
conﬁguration, monitoring and analysis, and intelligent decision-making.

Customer
ﬂow
analysis

Eschoolbag

Application

Planning

Health
management

Terminal

Construction

Maintenance

Smart
OA

Security

Optimization

Intent-driven
Network calculus

Intelligent decision-making

Conﬁguration simulation, security
simulation, what-if, network veriﬁcation

Optimal solution, optimal closed-loop management,
optimal adjustment, optimal protection

Automatic conﬁguration

Monitoring and analysis

Overlay network conﬁguration,
site conﬁguration in batches

Health, fault locating, security analysis,
fault prediction

Digital twin
Conﬁguration

Status

Network infrastructure
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01

Centered around the service intent, the system abstracts network requirements in
different service scenarios and uses the intelligent recommendation algorithm to
implement optimal network design and recommendation.

Intent-driven

02

Based on the customer's service intent and real-time network conﬁguration and
running statuses, the system performs network deduction and veriﬁcation using a
formal method. This approach guarantees service SLAs and ensures that the
network always satisﬁes customer requirements.

03

Network
calculus

The system provisions overall network conﬁgurations, and decouples services from
NE conﬁgurations by abstracting NE conﬁguration models, network conﬁguration

Automatic
conﬁguration

models, and service models. In this manner, the system can provide programmable
and scalable automatic conﬁguration capabilities.

04

The system adopts big data technology to collect and analyze masses of device
data, detect network KPIs and status changes in real time, and implement rapid
prediction and detection of network faults based on the extensive AI-based

Monitoring
and analysis

experience library.

05

The decision-making model is trained based on the knowledge graph and the
algorithm library provided by the AI platform, enabling the system to implement
optimal network recommendation and optimization, fault rectiﬁcation, and security

Intelligent
decision-making

protection.

06

The system uses digital modeling to reconstruct the physical network status in the
information space and implement digital mapping, achieving E2E visualization,
simulation, rollback, and openness of user intent and network objects.

Digital twin
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3.2

Typical Application Scenarios

Driven by user intent and founded upon a digital twin, Huawei's Autonomous Driving Network Solution for Campuses
aims to achieve full-lifecycle O&M of modern and intelligent campus networks, covering network planning,
construction, maintenance, and optimization. The solution also provides network autonomy capabilities to deliver
high-level network services, laying a solid foundation for the digital transformation of enterprises and intelligent
campus upgrades. This section will introduce the solution in further detail using four typical application scenarios.

01

02

03

04

Simpliﬁed Network
Design

Automatic Network
Deployment

Agile Policy
Change

Optimal Application
Experience Assurance

Intent-driven intelligent network
planning minimizes network
design difficulties.

Network conﬁgurations are
automatically generated based on the
network design solution formulated
during network planning.

Digital twin technology builds a
virtual sandbox running
environment to simulate the
real-world network.

Network calculus capabilities
guarantee deterministic
experiences for mission-critical
applications.

3.2.1 Simpliﬁed Network Design
Scenario Description
The manufacturing industry puts greater pressure on basic networks as it
enters the fourth industrial revolution, as characterized by intelligence.
Usually, campus networks in the manufacturing industry are complex and
come in an abundance of types, which can include basic IT networks for
OA, security protection, and buildings, production IT networks, and
production OT networks. The manufacturing industry urgently requires a
multi-purpose network featuring uniﬁed management and secure isolation,
in order to follow the trend of going intelligent. Unfortunately,
conventional siloed networks cannot achieve this due to the large number
of manual operations needed and its many bottlenecks.
Lack of centralized campus network planning: leads to isolated campus networks and great difficulty in
automating warehousing and logistics.
Insufficient wired and wireless network convergence: causes long roaming delays and frequent disconnection
of AGVs. Moreover, the E2E network design cannot be assured to be optimal.
Patch-based security protection: cannot comprehensively defend against security issues. A single vulnerability
may potentially affect the entire network.
In addition to these issues, planning and designing campus networks are difficult and require experienced and skilled
personnel. Poor network planning and design can lead to a high number of problems arising during network
construction and production, which in turn will increase construction costs. To prevent these issues from arising, the
industry is calling for an intelligent network planning system to assist network engineers in designing optimal
network solutions, simplifying campus network design, and fulﬁlling the requirements for satisfaction evaluation of
OA and production services at the very beginning of network construction.
11
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Solution
This is where iMaster NCE comes in as it supports intent-driven intelligent network planning and design. After a user
enters the service intent and uploads the building blueprint, the system understands and converts the intent, and
identiﬁes the drawing on top of that. The system leverages Huawei's years of experience and then recommends the
most suitable wired networking, wireless networking, and security isolation solutions for the current scenario.
Following the "One Scenario, One Policy" strategy, iMaster NCE centrally plans and determines the campus-wide
underlay network, high-performance and high-reliability wireless networks in the OA or production environment, as
well as how to isolate logical networks for OA or production services via overlay technology. Moreover, iMaster NCE
recommends devices and network planning based on the service intent of seamless AGV roaming.

Iterative optimization
Planning intent
Building drawing

Intent
management

Wireless network
planning

Network
design

Wired network
planning

Simulation and
veriﬁcation

Solution
design

Iterative optimization

iMaster NCE is ideal for simpliﬁed network design thanks to:
Intent-driven intelligent network planning, which minimizes network design difficulties and shortens the
network construction period
Pre-event simulation, which presents the actual network planning effect
Compliance veriﬁcation, which identiﬁes potential network issues
After iMaster NCE recommends a networking solution, users can ﬁne-tune the network solution with help from the
intelligent assistant, such as performing iterative optimization via pre-event simulation tools to guarantee optimal
network planning and design.

3.2.2 Automatic Network Deployment
Scenario Description
A campus network typically contains many routing & switching devices
and terminals (such as security cameras, office printers, and production
line sensors). These devices are usually manually brought online, and their
connections and policies are also conﬁgured manually, which is both
time-consuming and error-prone. To address this issue, customers want to
simplify network construction and slash labor costs by achieving:
Network device plug-and-play
Automatic generation and delivery of underlay and overlay network
conﬁgurations
Automatic terminal management after they go online
Delivery of appropriate access permission policies to terminals on demand

12
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Solution
With iMaster NCE, network conﬁgurations can be automatically generated based on the network design solution
generated in the planning phase. After devices go online, it automatically pushes matching conﬁgurations based on
the device model and version, and performs conﬁguration veriﬁcation, dial testing, acceptance, and other necessary
operations on the devices to ensure that the network meets the initial design requirements. On top of this, iMaster
NCE can automatically deliver the requests for monitoring and assuring mission-critical services based on customers'
service intent to ensure these services can be provided without interruption. If any indicator exception is detected
during subsequent O&M, the system will immediately and automatically perform closed-loop network adjustment to
eliminate this exception.

Network design
solution Terminal
access permission
policy

Routing & switching device
Conﬁguration Terminal
data preparation

Terminal type
identiﬁcation
Unknown
terminal marking

Conﬁguration
data delivery

Service
veriﬁcation

Terminal ﬁngerprint abstract, approval,
and import to the database

After terminals go online, iMaster NCE can automatically identify terminal types based on the built-in device
ﬁngerprint library and AI matching algorithm, and delivers access permission policies to the terminals based on the
terminal type. This facilitates fast rollout of a large number of terminals of various types. For unidentiﬁed terminals,
the system automatically extracts terminal ﬁngerprints and initiates an approval process. After these terminals are
approved manually, the system automatically updates the ﬁngerprint library and algorithm model, allowing
terminals of the same type to be automatically identiﬁed.

3.2.3 Agile Policy Change
Scenario Description
As digital transformation of industries is gaining momentum, campus
networks are gradually transitioning toward becoming IP-based, rapidly
growing in scale and protocol types. Although IP networks make it easier to
implement IoE, they also make network O&M exponentially more difficult
as the services they carry become increasingly complex. In addition, a
single-point conﬁguration change on an IP network will affect the entire
network, meaning that an incorrect conﬁguration of a routing, traffic, or
security policy on a device may interrupt the entire network. This raises a
major challenge: How can the accuracy and effectiveness of policy changes
be improved to guarantee stable network running?
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Traditionally, policy changes rely heavily on expert experience. A major
change solution usually requires joint review by multiple high-level experts.
However, the complexity of policy control and the quantity of policies on
campus networks are spiraling out of control. For example, a typical campus
network now has tens or even hundreds of thousands of ACL policies —
manual operations in this case are no longer feasible. To address these
issues, campus network engineers need to determine:
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How to ensure the correctness of policy changes and avoid incorrect conﬁgurations
How to ensure the validity of delivered policy conﬁgurations
How to ensure that network behavior meets customer expectations

Solution
iMaster NCE resolves the preceding issues. It uses digital twin technology to construct a virtual sandbox so as to
simulate running the real network. It also uses mathematical methods such as dynamic Monte Carlo to simulate
network behavior and provide network simulation and veriﬁcation capabilities. This not only enhances the reliability
and accuracy of policy changes, but also minimizes network O&M risks. The key elements vital to simulation and
veriﬁcation are as follows:
Simulation and veriﬁcation object: campus network services
Simulation and veriﬁcation method: The system completes network and traffic modeling via digital twin
technology and calculates network behavior using a formal method.
Simulation and veriﬁcation result: quantitative network feature evaluation result

Iterative optimization

Service
intent

Pre-event simulation
Conﬂict
Service quality
Policy
detection
simulation
topology
Policy
orchestration

Policy
delivery

Policy
backup

Policy
audit

Veriﬁcation algorithm (CPV/DPV)
Data sandbox

iMaster NCE uses Control Plane Veriﬁcation (CPV) or Data Plane Veriﬁcation (DPV) technologies to enable
simulation and veriﬁcation on the control and data planes. The "network modeling + formal veriﬁcation" method
provides objective and reliable quantitative reference for policy change evaluation. Speciﬁcally, CPV technology uses
a protocol simulation engine to verify routing blackholes, loops, and route reachability on the control plane, while
DPV technology uses a forwarding simulation engine to formally analyze and verify traffic forwarding paths on the
data plane. The combination of these two technologies can signiﬁcantly reduce policy change risks and improve
O&M efficiency of campus networks.

3.2.4 Optimal Application Experience Assurance
Scenario Description
Intelligent campus services and mission-critical applications, such as OA and production services, are all carried on
campus networks. Nowadays, the entire industry wants to build one network for one enterprise — speciﬁcally, one
physical network to carry multiple services of one enterprise. This results in services frequently competing for
network resources. Take the education industry as an example. Due to the global pandemic, distance education and
14
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remote conferencing have become two major approaches to spreading
knowledge. User experience of live streaming applications depends heavily
on whether network services are transmitted in real time, imposing
signiﬁcant challenges on campus network optimization.
The traditional method of optimizing applications requires static QoS to be
conﬁgured on a per-device basis to ensure application quality. However, as
campus network services keep surging and swarming, this method cannot
adapt to the rapid change of service traffic nor can it eliminate packet loss
of mission-critical services caused by traffic congestion.

Complex QoS conﬁguration and lack of automatic E2E SLA analysis
and guidance algorithm: It is difficult for campus network O&M
personnel to assure SLAs.
Lack of resource reservation mechanism for mission-critical services; lack of parameter calculation and
conﬁguration guidance for QoS deployment: It is hard to guarantee user experience of mission-critical services.
(There is no quantitative reference available for manual QoS conﬁgurations. Conﬁguring network bandwidth
based on an average cannot meet SLA requirements — even if the bandwidth is higher than speciﬁcations
according to expert experience, it may still fail to meet requirements.)
Resource competition and network quality deterioration caused by new users accessing the network or by
rollout of new services cannot be responded to automatically.

Solution
iMaster NCE provides the network calculus capability to enable adaptive QoS adjustment based on the applications,
events, and quality trends, ensuring deterministic experience of mission-critical applications.
Forwarder
behavior
modeling

Service
assurance intent

Intent
management

Iterative optimization

Network
calculus

Optimal QoS
model matching

Solution
implementation

Service
veriﬁcation

Service traffic
modeling

In the campus network scenario, iMaster NCE establishes a service traffic model based on the sampled traffic data of
mission-critical applications, establishes a network service model based on the software and hardware behavior of
NEs, and mathematically expresses the application traffic arrival curve and network service curve. In this manner, a
complex nonlinear network system is transformed into a linear system that is easy to analyze. iMaster NCE then uses
a model algorithm to calculate the network latency and QoS conﬁguration required to achieve the desired
application experience, and automatically delivers the QoS conﬁguration to the corresponding NEs. For example,
iMaster NCE delivers the air interfaces to be reserved to APs, the queue scheduling policies to switches, and the
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traffic steering policies to ARs. In this way, iMaster NCE helps to accurately ensure user experience.

Summary

04 Summary
There is a long way to go before autonomous driving networks for campuses are fully realized. As part of this, a key
subject requires further exploration and in-depth research: How can the automation and intelligence level of campus
networks be improved to provide more convenient, faster, and higher-quality network services across industries?
Huawei has made remarkable achievements during the research on this subject. For example, it has taken
cutting-edge technologies (such as AI and big data analytics) used in other industries and applied them to campus
networks. Huawei looks forward to collaborating with more partners across different industries to deepen studies of
industry characteristics and develop a theoretical standard system for ADN in order to facilitate enterprise digital
transformation.
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